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Abstract:  Free Space Optical (FSO) communication has 
been of special interest due to its capability to provide high-
speed, secure, and interference-immune data transmission. 
Nevertheless, several constraints have hindered it from being 
widely implemented. The unreliable nature of FSO links 
stems from three principal factors which include atmospheric 
turbulence and alignment sensitivity and dependency on 
environment conditions. The combination of RF and FSO 
technology represents a solution to data integrity problems 
caused by security attacks through physical access and 

between systems proves to be a disadvantage of these hybrid 
systems. Machine learning techniques have been explored 
to mitigate the effects of turbulence, but problems like high 
computational complexity, data dependency, and real-time 

area of highest priority, with measures taken to improve 

techniques of encryption, Quantum Key Distribution (QKD), 
and adaptive beam steering. Future research has to tackle 
such challenges by formulating adaptive machine learning 
algorithms, effective data-driven atmospheric modeling, and 
light-weight encryption methods for real-time deployment. 
The implementation of hybrid communication systems 
requires dynamic adjustment of resources with high-security 
measures that protect against cyber and physical attacks. 
Quantum communication technologies offer improved 
security protection to FSO networks which makes them 
suitable for critical applications such as space connection and 
military networks and metropolitan networks. The successful 
execution of FSO network deployment depends on closing 
these knowledge gaps which will build secure and high-
performance FSO networks between theory and practice. 
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I. INTRODUCTION

Free Space Optical (FSO) communication stands as an 
advanced wireless technology which sends data at high 
speeds through optical signals in unobstructed space. The 
signaling method of conventional Radio Frequency (RF) 
communication depends on electromagnetic waves yet point-
to-point FSO systems connect data through laser beam or 
infrared light transmission. High-speed connectivity becomes 

Rising market requirements for next-generation internet and 
cloud computing coupled with 5G IoT and secure network 

Data consumption keeps growing which pressures traditional 
RF-based networks to encounter bandwidth restrictions and 
spectrum spectrum-blocking along with signal interference 
that produces performance slowdowns. By using the optical 
spectrum FSO communication delivers data transmission 
with high speed while maintaining complete freedom from 

including satellite-based communication and defense network 
operations and disaster relief scenarios and delivery of 

features combined with high-bandwidth operations 

communication routes. Hybrid RF/FSO systems integrate to
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provide trustworthy communication under all environmental 

appears through its delivery of extremely high bandwidth 
outperforming traditional RF communication methods. FSO 
technology outperforms RF networks by delivering multi-
Gbps data rates which makes it very suitable for applications 
that need big-scale data transfer as well as cloud computing 

in FSO communication systems provides strong security 

in different directions because of their nature which leads to 

possible because FSO beams need exact alignment between 
the transmitter and receiver devices. Emerging security 
mechanisms such as Quantum Key Distribution (QKD) 
and encryption. Due to its enhanced security capabilities 
through algorithms FSO makes itself suitable for military 

communication applications. Many challenges exist for FSO 
communication which slows down its widespread use in large-

emerges when it operates under atmospheric weather 
disturbances that reduce optical signal quality alongside 
degrading performance. The capability of RF signals to 
pass through different environmental conditions differs 
from the susceptibility of FSO signals to beam scattering 

with atmospheric turbulence in Federal Telecommunication 

The advancement of FSO communication security through 
quantum cryptography along with innovative encryption 
solutions develops strong defenses against cyber attacks and 

and receiver units stands as an important challenge. Width-
divergent FSO signals require precise alignment between 
transmitter and receiver because any movement from wind 
or building vibration or physical displacement will result in 

constant alignment during operation makes FSO systems 
unreliable when used in dynamic environments with poor 
stability. The integration of RF and FSO technologies creates 

elaborate network design along with adaptive switching 

to manage atmospheric turbulence as a way to strengthen 

Ongoing research should address future security requirements 
as a main issue. Strategic deployments of FSO face risks of 

beam characteristics which naturally provide security. A 
team of scientists develops security enhancements through 

advanced encryption protocols and AI intrusion recognition 
along with quantum cryptographic methods to protect FSO 

The paper starts by introducing Free Space Optical (FSO) 

obstacles. Section II reviews recent research and technological 
advancements. The paper describes the design process along 
with methodology of the FSO prototype development in Section 
III. The experimental results with their corresponding analysis 
are presented in Section IV. Discussion along with important 

concludes in Section VI.

Fig. 1: Block Diagram of the Phase One System

II. RELATED WORK

Free Space Optical (FSO) communication system has gained 
substantial popularity recently because it enables high-speed 
secure data transfer without interference. The data transmission 

in various circumstances FSO proves best for connecting 
cities along with space-based satellite communications and 
emergency networks in times of disasters and tactical military 
purposes. A decade of research dedication has concentrated on 
FSO communication development to overcome the technical 
barriers in atmospheric disturbances and beam alignment 
and security provision along with network incorporation 

alongside machine learning turbulence correction techniques 
along with security development strategies to improve FSO 
reliability as a technology. Individual research investigations 
in FSO communication show that this technology provides 
bandwidth rates multiple times greater than RF-based methods 
while transmittable data reaches from several Gbps to above 

wavelength FSO systems through their research but showed 
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control techniques designed for FSO systems that enhance 

controls according to atmospheric conditions lead to better 

A. Limitation of Existing FSO Research

Despite substantial progress in FSO communication technology, 
several limitations still need to be addressed:

 Susceptibility to Atmospheric Conditions: Adverse 

models provide backup, achieving seamless integration 
without latency issues remains a challenge.

 Beam Alignment and Mobility Constraints: Since 

applications such as aerial drones, autonomous vehicles, 
and satellite links face challenges in maintaining stable 

 Security Risks in FSO Networks: Although FSO is 
inherently secure, it remains vulnerable to physical 

More robust encryption and authentication mechanisms 

 Energy Consumption and Network Optimization:
FSO transmission requires high-energy laser sources, 
especially for long-distance communication. Research is 

and low-power beam steering techniques.

The literature reviewed above highlights the progress 

advancements have been made in high-speed data transmission, 
hybrid models, machine learning applications, and security 
enhancements, several research gaps still exist developing AI-

III. RESEARCH METHODOLOGY

A. Research Approach

This study adopts a practical experimental methodology to 
develop a Free Space Optics (FSO) communication system 
using Arduino microcontrollers and laser modules. The 

optical communication prototype that leverages readily 

available electronic components and open-source development 
platforms. By focusing on hands-on implementation, the 
research aims to demonstrate the feasibility and limitations of 
optical data transmission, providing valuable insights for future 

B. System Design and Development

The FSO communication system is structured into two distinct 
modules:

 Transmitter Module: This component is responsible for 

keypad to capture alphanumeric input, which is then 
processed by an Arduino microcontroller. The processed 
data is used to modulate a laser diode, generating optical 
signals that represent the input information.

 Receiver Module: After being modulated by laser signals 
the receiver revert the data to its initial character format. 
The receiver turns optical signals into electrical signals 
by using a photodiode device. The signals move from 
the photodiode into another Arduino microcontroller for 
reconstructing transmitted data. The separate development 

equipment for optically interconnected operation.

C. Hardware Components
 Arduino Microcontrollers: Serve as the central processing 

units for both transmitter and receiver modules, handling 
data processing and control tasks.

 Laser Diodes: Used in the transmitter module to emit 
modulated light signals representing the transmitted data.

 Photodiodes: Employed in the receiver module to detect 
incoming optical signals and convert them into electrical 
signals.

 4x4 Keypad: Facilitates user input in the transmitter 
module, allowing for the entry of alphanumeric 
characters.

 LCD Display: Provides a visual output of the received 
data in the receiver module.

 Power Supply: Ensures adequate power delivery to all 
components for stable operation.

D. Software Development

The software development process requires developers 
to program Arduino microcontrollers for controlling data 
encoding methods and for performing modulation and 
transmission before receiving and decoding the information. 
The program installed to the transmitter module processes 
keypad inputs then transforms this data into a proper format for 
laser diode modulation. The receiver module receives optical 
signals and performs both signal conversion to electrical 
signals and data decoding that results in visible display.
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E. Testing Procedures

The FSO communication system undergoes tests that assess 
both its operational performance together with its reliability 
capabilities. Key aspects assessed include:

 Data Transmission Range: Determining the maximum 
distance over which reliable communication can be 
established.

 Data Integrity: Ensuring that the transmitted data is 
accurately received and decoded without errors.

 System Stability: Verifying that the system operates 
consistently under various conditions.

 Environmental Factors: Assessing the impact of 
ambient light and other environmental factors on system 
performance.

IV. RESULT AND ANALYSIS

To determine the performance of their Free Space Optics (FSO) 
communication prototype in Fig. 2 the testers evaluated data 
transmission results along with data integrity checks along 

measurements. Data transmissions between devices achieved 
95% accuracy level when operating within short distances 
measuring up to 10 meters. 

Fig. 2: Distance vs Signal Strength in FSO Communication

Through measurements the reliable data transmission range 
exceeded 10 meters yet reached maximum effectiveness at 
30 cm due to beam divergence and atmospheric absorption 
impacts. The system showed its best environmental 
performance during operations in dimly lit conditions. Sunlight 
decreased signal performance until it became practically 
ineffective while performance. The data rate achieved was 

speed data transfer. Power consumption was relatively low, 
with the transmitter using 250 mA and the receiver using 200 
mA, making it suitable for battery-powered use. Challenges 
included the need for precise alignment between the transmitter 
and receiver, sensitivity to environmental conditions, limited 
range, and a low data rate. When compared totraditional 
wireless systems, this prototype offers a lower-cost alternative 
but is limited in range and data rate. Overall, while the FSO 
system demonstrated the feasibility of optical data transmission, 
improvements are needed to overcome range and environmental 
limitations for more robust, high-speed applications as depict in 
Fig. 3.

 

Fig. 3: Connection Diagram of Phase One (One Side 
Communication) Using FSO

V. DISCUSSION

The Free Space Optics (FSO) communication prototype 
demonstrated the potential for optical data transmission using 
Arduino microcontrollers and laser modules. The system is 
low-cost, using off-the-shelf components, and works effectively 
for short-range communication (up to 15 meters). Its low 
power consumption also makes it suitable for battery-powered 
applications. However, the system faces limitations, including 
environmental sensitivity (e.g., daylight, fog, dust, and rain), 

is low compared to other technologies like Wi-Fi or Bluetooth, 
and precise alignment between the transmitter and receiver 
is required, making it impractical for real-world applications 

wireless communication technology for restricted short-
distance applications that cannot be handled by conventional 
approaches. The observed environmental sensitivity requires 
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attention during testing since it represents a vital area for 
development. The system performance could become more 
stable by integrating adaptive optics together with AI-based 
alignment tracking. The communication performance of the 
developed prototype fails to reach RF system capabilities when 
used within dynamic environments despite short-distance 
data transmission success. The optical system maintains 
a strong potential for short-range secure communication 
despite its present performance restrictions thus being suitable 

communication security. The experimental setup demonstrates 
less expensive wireless operations than primary methods yet 
shows restricted transmitting capabilities. Research indicates 
the FSO system showed optical data transmission success 
but more improvements are required to extend operational 
range and environmental tolerance for high-speed robust use 
applications.

it is clear that Free Space Optical (FSO) communication 
prototype has good signal strength at short distance and 
decreases gradually with distance. System performance is 
highly dependent on environmental factors including daylight, 
fog, and rain, which all need compensation mechanisms in 
the environment. Data integrity also decreases with distance 

and this reinforces the need for very close alignment and they 
also need to have low-loss transmission methods. The power 

and has the ability to be portable and battery powered. In 

short range secure communication and point to remaining areas 
for system improvement.

TABLE I: TABLE FOR SUMMARIZING THE KEY POINTS

Aspect Enhanced Details

Cost
prototype development and budget-constrained deployments.

Range Achieves reliable communication up to 15 meters under optimal conditions; suitable for short-distance, 
line-of-sight applications in controlled environments.
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Aspect Enhanced Details

Power Consumption Operates with minimal power requirements, enabling compatibility with portable, battery-operated 
systems for remote and temporary setups.

Environmental 
Sensitivity fog, rain, and dust, necessitating protective measures for outdoor use.

Data Rate
control signal transmission but inadequate for multimedia or high-speed data applications.

Comparison with 
Other Systems

of operational range and data speed and stability.

Future 
Improvements

Potential Integration of high power laser diodes and sensitive photodiodes, adaptive alignment system, 
robust error correction protocols, and atmospheric compensation technology with the scope of range and 
reliability are potential enhancement.

VI. CONCLUSION

Through a Free Space Optics (FSO) communication prototype 
researchers validated that optical data transmission is possible 
with inexpensive commercial Arduino microcontrollers and 
laser modules. The system demonstrates potential as a real-

weaknesses in environmental adaptability while offering a 
restricted data rate and limited operational extent and handling 
precise positioning needs. The application scope of FSO 
communication remains limited by the need for enhanced 
distance coverage along with better performance at both low 
and high data transmission rates and better environmental 
adaptation capabilities and alignment systems Modern 
technological innovations including better laser diodes and 
photodiodes with automated alignment and error correction 
methods will turn FSO systems into valuable wireless 
communication substitutes for situations requiring line-of-sight 
and affordable implementations needed.

VII. FUTURE SCOPE

Forward development of Free Space Optics (FSO) 
communication systems offers various applications and 
improvements for different sectors of use. The system requires 
enhancement in terms of increasing its power capacity and 
range capability. The range of the system could expand past 15 
meters with powerful upgraded laser diodes and photodiodes 
that possess elevated sensitivity levels for reliable distance-
based communication. The enhanced FSO system has potential 
application in medium-range communication situations 
which exclude conventional wireless methods. The data rate 
represents another essential factor to improve. Currently the 

bandwidth applications such as basic text communication. 
By upgrading microcontroller models and improving signal 
modulation techniques the data rate capabilities of this system 

transfers. Environmental elements represent a primary obstacle 
for FSO communication because atmospheric elements as well 
as weather conditions (fog, rain, dust) together with ambient 
light reduce Signal quality. The adoption of optical signal 
processing solutions as adaptive technologies enables better 
management of system disturbances in FSO communication 
systems. Automated wavelength and intensity signal control 
measures in the system would enable improved stability of 
communication by adapting to environmental conditions. 
The precise positioning requirements between transmitter 

deployment of FSO systems. The future development of 
an automated alignment system with tracking sensors and 

laser beams.

REFERENCES

Hsu, Y. Chung, Y.-Y. Bai, and K. Okram, “High-speed 
FSO-5G wireless communication system with enhanced 
loss compensation using high-power EDFA,” Dental 
Science Reports, vol. 15, no. 1, 2025, doi: https://doi.

space optics quantum key distribution enabling 
pragmatic secure and scalable communications,” IEEE 
Communications Magazine

space optical communication technologies for next-
generation cellular wireless communications,” IEEE 
Communications Magazine



88 

M. T. Rahman, M. Rahman, and Md. M. Hossain, 
“Integration of optical and free space optics network 
architecture for high-speed communication in adverse 
weather using suitable optical bands,” International 
Journal of Electrical & Electronics Research, vol. 11, 

Advanced Photonics Nexus, 

optics receivers,” IEEE Transactions on Wireless 
Communications

Security analysis of 
integrated HAP-based FSO and UAV-enabled RF 
downlink communications,” IEEE Open Journal of the 
Communications Society, no. 1, https://doi.

G., Narang, M., Aggarwal, H., Kaushal, A., Kumar, S., 

dual hop mixed FSO RF system using differential chaos 
shift keying with secrecy analysis,” IEEE Transactions 
on Vehicular Technology

I. A. Alimi, and P. P Monteiro, “
space optics: A survey of enabling technologies, 
challenges, trends, and prospects of beyond 5G 
free-space optical (FSO) communication systems,” 
Sensors https://doi.

free-space transmission with a directly-modulated 
Journal of Lightwave 

Technology

S. Garg et al., “Edge computing-based security 
framework for big data analytics in VANETs,” IEEE 
Netw.,

photoresponse in graphene/GaN heterostructure and its 
secure function in free-space optical communication,” 
Advanced Electronic Materials, 2023, doi: https://doi.

C. Pacher, R. Berlich, T. Peschel, C. Damm, S. Risse, 
M. Goy, D. Rieländer, … and F. Steinlechner, “Towards 
metropolitan free-space quantum networks,” NPJ 
Quantum Information, vol. 9, no. 1, 2023, doi: https://

deterioration of free-space optical coherent/non-
coherent OOK modulation receiver by ambient light 
noise,” Sensors

nm wavelength range around 1550 nm for quantum 
key distribution,” Physical Review Applied, 2023, doi: 

“Nonlocal electro-optic metasurfaces for free-space 
light modulation,” Nanophotonics, 2023, doi: https://

M. Fernandes, P. P. Monteiro, and F. P. Guiomar, 
“Free-space terabit optical interconnects,” Journal of 
Lightwave Technology
2022, doi:

optical link in the midinfrared thermal atmospheric 
windows using unipolar quantum devices,” Advanced 
Photonics  5, 2022, doi: https://doi.

“Harvesting planck radiation for free-space optical 
communications in the long-wave infrared band,” Optics 
Letters

T. Koonen, “Monolithic integrated two-stage cascaded 
SOA-PIN receiver for high-speed optical wireless 
communication,” Optics Letters

2022, doi: 



Enhancing Secure and High-Speed Wireless Communication Using Free Space Optics  89

Free space optics: An 
emerging technology for wireless communication,” 
International Journal of Computer Science and 
Communication Engineering,
2021.

A. Al-Hinai, and S. Al-Bassam, “Performance analysis 
of free-space optical communication systems: Design 
and challenges,” International Journal of Computer 
Applications

space optical communication under various weather 
conditions,” IEEE Transactions on Communications, 

communication: Principles and implementation 
issues,” Optics and Laser Technology, vol. 132, pp. 


